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1 PREFACE

8 ? ? 289: %
- 1132117 , %

1.1 Objectives

8 =-% - % - 0 2 =289:%

- ' 1132 1/) ! 2 =289:%
- ' 1132 1/1%% -%/ 12 1/

1.2 Audience

8 - %% 0 00 '1:25 8
%% % % ! 13 ? ? -

1.3 Document Conventions

8 %% ! 0 /
" 7 3 % % *+ ")
! 7 =? %%/ > 0 0

% /- ! 10
B% C 7 3 ) =? - %%/ -

% ) =-%?

% D% B C
5 BC!'% % 7 ftmp/root/

Typewriter 7 - ?

GTX-102:/etc/network# cat interfaces

# This file describes the network interfaces availa ble
# on this ASN Gateway.

# Generated on: 2010-01-21 07:26:51

# The loopback network interface
auto lo
iface lo inet loopback

% =-% ?! ? %% - -% /
0 % % 0 % 5 /" % [E 37
=-% 0 %% % =
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2 OVERVIEW

8 - - ! 2 = 289: $ ' 11321/
12 1/? ! L= % + 13
8 12 !/ 1% % % / 0 !/! 0 #
' ' , 0 Vi +<<< 4% & , % 5,9
13 8 101!/ 0 '/ % 5,9 137
0 N 5,9 : 1 % % 0/
0 0- % 0 5,9
--% ? % 0OF% %F ? = %
%% % ? - %% % 3 %? 0:- - /
8 % 5,9 ' 113!
-% 13 0

Mobile WiMAX Architecture

Maobile
Bl Bs GTX-102 ASN-GW

) Public
R& - Network

OFDM
o (Internet)
obile /
WiMAX BS DHCP Radius
Server Server
-& /$,'*$ 0 & 00O + 1+
8 12 !/- o !/ ! 43 & ! %
+ 13+ -+ G - - - 1"
0 % - % 1
8 12 !/ -- 113 /
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2.1 RO software release

8 #$ ! % 0 !
=H 3?2 >0 - 1
8 - !

12 1/

2.1.1 Service Creation

8 #$' 1 % %
0 ! + -
13) '
*%/' - -
)% ! 3 )%

8 3 )%!?' %! *'-

120 % % % - #

2.1.2 DHCP

8 12 1/# % - = %/
%%

2.1.3 Service Flows

8 21/ # % - - &4 -

43 & - % %' %!
%! / -0 %
%! % %!

2.1.4 QoS ldentifiers
8 12 l/# % - - "&*

2.1.5 Multiple SF to Subscriber Station

8 12 !/#% % 0 - %
' ' B
121 -% - 0 &

2.1.6 Handoff
8 #% | % 12 1/

I %
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+ - ? 121 - 0 %
16 %%/ 7 - !
% / 6' 1 21/ 00
8 #% | % 12 ' % - - -

2.1.7 R6 Interface Standards and Compatibility

8 121/ #& - % 0 2 %. %
! 12 1/ #& 00
0 5,9) #& % 8 % !, %
00 2 %/ %! -0 #&
00 8 121/ % ! + %/ H&
00
8 % & 0 - %% ! 0
5,9) 113
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5113 #&+

#  &? 1%/ ? $$4
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%
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3 CONNECTING THE ASN GATEWAY TO YOUR NETWORK

< % < - 12 1/
8 I - % +

< % < - 12 1/
8 0 J1

-& /T %% % %01% 10

-1 % -1 %/ 3 1

3.1 Connecting to the ASN Gateway with a Web Browse r

8 =% ! 3 0 0 12 1/
) 0 0 12 /] 1%% %3 0 / 0
! % %/ / 0 0 0
%% %% -0 ! 3 - 0? /
/- % 8 0 0 121/
/ 0 % - - < -
- 00 0 12 1/ 13
< % % 12 1/ % <
I
5 1/ 12 /1 % + -
+ 0 121/ 8 % 0 +

12t 23 3 ! 3 o omg



2 0%
8 /- +
-HH; &4 $$4% -

% ?/ 1'%% Pl

<=% ? 1

1T 21/
<

Connect to 192.168.100.80

The server 192, 168.100.80 ak Gatix administration pages
requires a username and password,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without & secure connection).

Lser narne: | £ admin w |

Passwiord: | sssssnne |

[Iremember my password

[ K ] ’ Cancel

1!

-10 ?)

)0
-& 4 . %0&00 ", %
8- )%
8- . 4
% 3 56

1

%
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2 ASN Gateway Main Status Screen

% % 0

+

0

%

%
!

(= Server Status - Windows Internet Explorer

Done:

= ; T = =
|2 A | 1192, 168,100,800 de M (B [#2]] % |b |9
fle Edt WVew Favortes Toos Help
g Favorites | sip @8 Sugpested Sites » @] W -
I & »
| X server status £ - B = @ - Page+ Safety+ Took - @+

MOBILE STATIONS PACKET FLOWS SERVICE FLOWS QUALITY OF SERVICE SYSTEM

GTX-102 Compact ASN
Server Status

¥ SERVER STATUS

Servername is GTX-101 - (Software version GTX-102 1.0.0)

Server has been running for 6 weeks, 4 days, 1 hour, 27 minutes, 24 seconds

current system load is 0.06 (Jast min), 0.05 (Iast 5 mins), 0.01 (ast 15 mins)

RADIUS senvice is cumently running as PID 9725 - (Version 2.1.7)

R6 messages are currently handled by PID 9875 - (version 52, Jan 22 2010 18:05:04)
BASESTATION IP: 192.168.100.100

00:21:86:80:b8:21  R6 connected

00:21:04:0e:3e:2b  RG connected

Copyright ® 2009-2010 Gatix, LLC. Al rights

L& € internet fa - Bioe -

-.& 7/

$% & %

% 3

12 '/ %

6/ %30 [/
%

2.0 % , %'
2 0 % 3 )%!
2.0 % ' %!

% * %/

0- "121/

% 3 % % -%/
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3.3 User Administration

8 121/ 0 ! I 8 0
/ < - %0
%% [/ % O K %% !
120 / 0 -
- /| %3 8 / % 30 8 9% % 3
- %
% '12 '/ %% -
) % 8 %% 12 1/ ?
% 0 %% O
% ) %
% - ! . 4
8 % H /! o ! K
3.3.1 Adding a new User on the ASN Gateway
0o ! 12 1/ % % !
% 3 L'/ E - %
% 3 L7 E -- % !
"

QUALITY OF SERVICE

MOBILE STATIONS PACKET FLOWS SERVICE FLOWS

STATUS

GTX-102 Compact ASN Gatew
System

¥ EDIT SYSTEM SETTINGS

MNetwork Interfaces

Radius Server Proxy Settings
<
User Account Administration N

-.& "89% & %

0 - L %%7 E

% 30 L7 E
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% 3 L D 1<57'<#E % 3 % % 7

STATUS MOBILE STATIONS PACKET FLOWS SERVICE FLOWS QUALITY OF SERVICE

user: admin

GTX-102 Compact ASN Gatew

Users

¥ AVAILABLE USERS

D 2 - ichel (=]
ID: 3 - iwo a
ID: 4 - admin a
% ADD NEW USER

, LLC. All rights

-.& 2/ " (9#9+ %& %
% 30 1<5 7'<# +J 6J<7 <#' 0 - L<+87<#E
1M 1%% %% ! 0 / !

7 1

!

"% K
8 '% K - % 18 - 1 %% % %
! 6/ % 30 % K - % T %
% % -

< 7 ? K

v w3

™ EDIT USER - ID: 5

User Name

‘Emerthe username ‘

) E]
Passwaord ‘ .................. ‘
1- Mabile Stations

1>

Selectauthorizations | 2- Packet Flows
3-Service Flows
4 - Quality of Service

-.& 5/ "O< #9+ & %
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4 GTX-102 ASN GATEWAY FUNDAMENTALS

8 - %l %130 289:$ 12 1/8 '1
21/ ! ' ' 0 /2 !
|
g | %% ! / * 0 | L2 %!
-2 3 )%!- % ) 2 % %%! /
/13- %% ! -
3 121/
g ' 0o/ % - # 0 )
- - 12 1/ % #
8 0 ! #
2 0 %

4.1 Quality of Service (QoS) in WIMAX

o/ = % - 5,9, %/ 0
5,9 | * "0 "+ %
o % / 0 : , ?
I %% 1% 3  -% 3 %% | 066 |/
- 7 6' ) % % %0 % % 3?7 %%
? 1 L%/ - < /
+ 2?1 -/
- % %3 *9%/ LA I % % 0/
%%/ % 0 % 8 - 0
*' 0 [? -3 %
, % 5,9 " ! - K
: C% = 1 %
6 < 6< 8| 2?5610 8 ?
= ' #

"% 3 )8 B ?

: = # #?
= #

% 3 + 1 / 8 2
= J 8% 2
I 8% 2
= #?
= # #

<= = '<= % 0 8 1?

3 = J 8% 2
= # #?
= #

7% 2 ' 72 + | 8% ?
= J 8% 2
.= #

-& 3%, 8 11 '
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4.2 Service Flows (SF) in WIMAX
5,9 % - % ! - %! % %!
-3 1 - % *r / %!
<8 *'- % % - 1?2 = ?
= ? % % ? % 0 /-2 # [-? = % [I?
% ? /- K ? r> ?
7 % ? : %! - 0
' ' o/ / %%/ 0 0% 0
8 - % 0 % -0
> o+
4.3 Packet Flows (PF) in WIMAX
-3 %!/ % %! % %! 8 -3 %!
- - - 121/ ' )% !
, %' -3 %! - P*r -
8 0 %! I | 3 )% !8 -% ' )% !!
[ %* % I ' -

Packet-Flow-Template ID:2

Service-Flow ID:2

Quality-of-Service|ID:4

Quality-of-Service ID:3

%) %. =

- %)

S& >0 2 < %% )
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4.4 Connecting Mobile Stations to Packet Flows
Y% 18 -% :

8 121/ %' 3
%! < 0, %" >
12 111 %

4.5 Simplified Call Flow for Successful MS Authenti

8 6 ' 121/ =0
- - % 8 #& /
% ? ? %7 %
-% A I 6 '1:25
2#< ,J7? J1 % 0
' 5113- 6" 0
8 121/ 2 =-- | #&
! 6' 121/ 8 #& 0
% 0 > ! 6' 2 1/
00 # - %8 %U%!O0
, %! [ 12 1]
Mobile Station
Initial Access Request
Initial Access Reply
Access Reply
N;IS Authenticated
DHCP Request .
DHCFP Offer
MS Operational
-& /1) "1 & 1&8'% &

%

0

%% %! -

Ease Station

0

+

cation
O#& O 0
% 0 -
S %/
8 % 0
%/ -- / 6
% #& 00
% %% 2#<
% ! #&
= -% %

GTH-102 ASH-GW

. 6 manager

Internal
Radius
Server

Initial Access Request [RE)

Initial Access Reply (RE)

< Access Reply (R6)

j GRE Tunnel E

DHCP Reguest

DHCP Offer

* @ for this MS

R6 manager starts thread

Access Request (AAA-Radiuar)

Access Reply (AAA-Radius)

6 manager starts
@ GRE Tunnel

Q

R6 manager performs
DHCP relay

DHCP-Relay

DHCP-Reply

0%

%
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5 FILLING THE RADIUS DATABASE

8 - ! %%/ %% % # I *%/
' ?2' )%! 3 )%!8 % ' 3 )%!

- )% - 2?1 -
* 0 [ - / 0?2 * -

5.1 Managing QoS Descriptors

8 ! ? 0 % * 0 [ ! -
* 0 [ ! x| ! % % 0/ %%/ %
0 % 8 - 0o * % /?
-3 % 8 - ! / --% ?5,9 % 0
% -- / , % -
8 % 0 /- % ! 0 /
12 1/ %% ! 0
( 11 ?09@ 8 0 -- ?
5 107 > % %0
% ' " %. ?% > @/ 8 0 - %/
% ? )87 > % : K 0
0
+ ! " %. ?>@/ 8 0 -- %:
% !? , <2 ? 0 %: K -3
9 %)) ' " %. ?9 > @/ 8 0 -
%: % ? +!1 % -- ? %
> 0 % /
#% ' ). % # @/ 8 0 - =:K
-3 6#
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5.1.1 Adding QoS Descriptors

0 *%/ ' - 12 1/ %% !
% 3 L*7 J+8M ) '<# + <E - %
% 3 L D *<'"#+8#E % 3 % % *'

STATUS MOBILE STATIONS PACKET FLOWS SERVICE FLOWS

user: admin

GTX-102 Compact ASN Gate

Quality of Service

¥ AYAILABLE QOS DESCRIPTORS
ID: 1 - 2Mbps data semvice, 512kbps guaranteed
ID: 2- 2Mbps data semvice, 256kbps guaranteed
ID: 3 - 4Mbps data semvice, 1Mbps guaranteed

ID: 4 - dMbps data semice, 512kbps guaranteed

ODD OO

ID: 5 - 128kbps VolP service

% ADD QOS DESCRIPTOR 40

Copyright

_& |/ "= < %
% 3 0 *LH#+8H# +J 6J< *' < #+8#
0 - L<+8*' <#+8#E! ' M 1% % %% ! 0
I*! -
" % 8/-
8 I $N%! ?2.N O
= %%! - -
. # - -
= %%! 6 - -
8 --% 8/-
8 - % - *0% | ! - *!
+ 1%% % 8 - % [ *! - % ! -
! )% ! E!% 0’ ) %!
< *! - %

w3 (5
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= %2 * - - ! -0

® EDIT QOS DESCRIPTO 5

Description |4Mbps data service, 1Mbps guaranteed |‘
Schedule Type |Best—EﬁUn V‘ h @
Traffic Priotity (0=lowest,7=highest) [0 v
Maximum Allowed Speed (bps) [4194304 |
Minimurn Resarved Speed (ns) [1048578 |
Maximurm Allowed Burst Speed (bps) |U |
Traffic Application Type |Data v\
-& "= < ) %
) %%  *! - = -% % 3L E *!

5.1.2 Changing QoS Descriptors

<= 0*' - 0 %% !
% 3 L*7 J+8M ) '<# + <E - %
% 3 % 1 *' - - 0*'+

o

ID: 2 - 2Mbps data service, 512kbps quaranteed

O

- 2Mhbps data senvice, 296khps guaranteed

ID: 4 - 128kbps VoIP senice

: .

-.& 4 "= < 5 %
5 % ! - % 3 < - -

.3 0 > %3 L' E 0
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5.1.3 Deleting QoS descriptors

<= 0*' - % /%30 % -
% *r - 1%% % | !

kL ? C)% 12

% % )% ! 0 % + %% ! 0

® REMOVE SERVICE FLOW - ID: §

@ Cannot remove QoS Descriptor because it is still attached to 1 Service Flow:

1. "4Mbps data package" (13)

-.& 7/ "= < A %% )’ =< B % %.



5.2 Managing Service Flows
8 ! ? 0 %
% %! -3 ! - %
%! )+

5.2.1 Adding Service Flows
0o !' %! 12 1/

% 3 Li<#+ aa 5E -
% 3 L
)% !

STATUS MOBILE STATIONS PACKET FLOWS

Service Flows

™ AVAILABLE SERVICE FLOWS
ID: 12 - 2Mbps data package

ID: 13 - 4Mbps data package

ID: 14 - 128kbps VoIP package

% ADD SERVICE FLOW

03-2010 Gatix, LLC. All rights

-& oy -
% 30 '<#+<)5 +J6
L<+8'<#+<)J5E! ' M %%

I )% !
5,9
5,9 :8 00
5,98 - :8/-
5,9:7-% 3:*"+
5,9: 1% 3:*"+
8 - % -
)% ! 1%% % 8 - %

3 )%!8 -% E!% 0

'<#+<)I5E % 3

GTX-102 Compact ASN G

GATI

%! %!

%% !

%
% % '

QUALITY OF SERVICE SYSTEM

Logged in a5 user: admin

%
J<'<#+< )5 0 -
%% ! 0
1} )%!_ 1
/It )% % -
3 )%!



< )% ! - %
% 3

= %2 )%! -

GATI

! ,- 0 !

& EDIT SERVICE FLOW - ID: 13

Description |4Mbps data package

WiMAX-Direction |E|—D|re:t|unal V|
WiMAR-Activation-Trigger |7 ‘
WikAX-Transport-Type |\Pv4-CS v|

WIMAR-Uplink-QOS-1d | G- 4Mbps data service, 512khp: v|

WinAK-Downlink-QOS-Id | 4- 4hibps data service, 1Mbps ¢ v|

S& 2t ) %
)%% ' )%! = %
%1 % % = 5,97
)

o

5.2.2 Changing Service Flows
<= 0 )%! 0 %%!

% 3 L'<s#+<)J5E -
% 3 % ! )% ! -

% 3L E '
% 3*"+ 5,9 1% 3:*"+
/ 0 *! -
%
- 0 )% !

® AVAILABLE SERVICE FLOWS

ID: 12 - 2Mbps data package

ID: 14 - 128kbps YoIP package

® ADD SERVICE FLOW

5 % ! ' %! -

% 3 L' E

%

%3 ' )%!



5.2.3 Deleting Service Flows

<= 0' )%! % /%30
- % %!
% % 3

T ?
% % 3 )%!8 -%
%%! 0! 0 %/

GATI

% -
1%% % ! !

3 )%!8 -% ?
0 % +

® REMOVE SERVICE FLOW - ID: 13

@ Cannot remove Service Flow because itis still attached to 1 Packet Flow Template:

1. B- 4Mbps data

-.& 3/ " A %% )’

B % %.
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5.3 Packet Flow Templates

8 I 2 0 3 %18 % -3 %! -%
121 . % : :
Yl M 0 3 )%!8 -% % 1/ -30 |
- o/ ' - M -
% =% 'J-30 L%

5.3.1 Adding Packet Flow Templates

0 ! 3 )%!8-% 12 ! / %% !
% 3 L O<E3:):J5'E - %
% 3 L 0<8)J58<,J8<E % 3

% % 3 )%!8 -%

STATUS MOBILE STATIONS PACKET FLOWS FERVICE FLOWS QUALITY OF SERVICE SYSTEM

GTX-102 Compact ASN Gatew:

Packet Flows

¥ AVAILABLE PACKET FLOW TEMPLATES
ID: 5 - ZMaps data =]
ID: 6 - 4Mips data =]

% ADD PACKET FLOW TEMPLATE 40

-& R %
% 30 02< )J5 8<,J8< +J6J< 0<8 )J5
8<,J 8« 0 - L<+8 0<8)J58< ,JB<E! I' M %%
%% ! 0 I3 )% !8 -%
8/-
5,9:(
)% !
8 - % - 30 )%! - 3
%! 8 -% !%% % 8 - % / 3 %! %
I - , %! E!% 0, %'
8 5,9:( % % + ( --% +
, % 30 )%!8 (
3 %! 8 % % )0

bl % % 13+ /!



%1% %? = <% / 30
% - & <= % (O

- %% 7Y

8 ' %! % =% /I % %
%! - | % © %

% 30)%! %

< 3 )%!
< +
"o % -%

& %3

= %2 %!

- %
= %(
)% !

GATI

! % ! % -% %!
0 =% |

% ' )%! 6/ % 30
%!

! ,- 0 !

® EDIT PACKET FLOW TEMPLATE - ID: 6

Description
Sewice Type

WikAK-DHCPyv4-Server

Service Flow

-& | s )

)%% 3 )%!
)% ! 1 % = '
- / o

[4mbps data

|Framed-uaer

[182.168.32.263

12- 2Mhps data package

14 - 128kbps YoIP package

5.3.2 Changing Package Flows Templates

<= 0 30)%!8 -%

% 3 L O2<)J5E

%3 % !
30)%!8 -%

Ealr=a
%
= % % 3L E 3
)% ! N B
)% ! )
0 %% !
%
30)%!8 -% - -0

) AVAILABLE PACKET FLOW TEMPLATES

ID: 5- 2Mbps data

ID: 6 - 4Mbps data

-

COCE

%

30)%!8 -% - % 3 30)%!

% 3 L' E 0
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5.3.3 Deleting Package Flow Templates

<= 0 30 )%!8 -% % |/ % 30 % =
- % 30 )%! 8-% 1%% %

! ! % % 3

30 )%!8 -% ?

L% 2 % % % ' 0 %

+ %%! 0! 0 -%]/

& REMOVE PACKET FLOW TEMPLATE - ID: 6

@ Cannot remove Packet Flow Template because itis still attached to 2 Mohbile Stations:

1. 00:1B:DD:75:C5:60 - Motorola CPE
2. 00:21:04:0E:3E:2B - Siemens CPE

-& > A %% ) >t "B
% %.



5.4 Managing Mobile Stations

GATI

8 ! 2 0 % . % . %
12 /L % 0 3
)% 18 -% - 12 1
5.4.1 Adding Mobile Stations
0!, %' 12 1/ %% !
% 3 L ,6+J<'88+1E - %
<&
% 3 L sl ,6+J<'88+1E % 3 0
, %! :
-.& 4/ " %l.&)S$,’ % %
% 30 ,6+J< '88+1 1)+ 27#< ,6+]< '88+ 1"
0 - L<+8,6+J<'88+1E! ' M !% % %% ! 0
I, %"
% %
%
3 )%! 0
8 - % - % ) = <%
% ? 0 , %
8 - 8 % / -
% / 3 -

%%/ L %E/%30

L3 =E% % %



< ]

% 3
=%? , % 0
1 -0 ]
-& 7l "$0 %) %
)%% , % = %
' 12 1/ 1 % =
)% 18 -% - /

5.4.2 Changing Mobile Station Data

, %! 0
% 3 L, 6+J<'88+1E
% 3 % !, %'
-.& i "$," %5
5 % ! , % -
%3 L E

.3 0 >

30 )%!8 % :

A

A

% 3L E -
3 %!
0 3 )%!

%% !

%

%

%

A

%

%3 , %'



5.4.3 Deleting Mobile Stations

<= 0, %" % /%30 % -
S %, % %% % | ! %

5.4.4 Monitoring Mobile Stations

% . % 5, 9 13
# 08 -0 -%/ 12 1/ % 0
- % 0 01/ #
#& 0
-0/ 6 %
o6 , % %%/
% %#& 0 = 0 3 % 0 6 ' , %
8 -0 %%/ /1
-.& 2/ " & %
8 %, % % 3 % % L% )
=%

-& “$, %0 %) L&



6 EXTERNAL DHCP SERVER

8 12 /# % - = %/
: %% + - %
% ! 1 % -
+ 7 - % 0 + 0
( ! - + 0
(- 472#) $&
) -- 2?2 #& O 12 1/
= % O : ( >
= % ! + (% !

# Create one class for every service flow id wi

# This example assumes 2 Service Flows, one WiM
# flow id 2 and one WiMAX VolIP with service flo
class "WiMAXData" {

match if option agent.circuit-id = 0:2;

}

# 0x0B (hexadecimal) = 11 decimal
class "WiMAXVolIP" {
match if option agent.circuit-id = 0:b;

}

shared-network providernetwork {
subnet 192.168.0.0 netmask 255.255.0.0 {
... parameters for the default network ...

pool {
deny members of "WiMAXData";
deny members of "WiMAXVolP";

range 192.168.0.1 192.168.0.100;
}
}

subnet 172.16.0.0 netmask 255.255.225.0 {
... parameters for the WiMAX Data network ..
pool {
allow members of "WiMAXData";

range 172.16.0.1 172.16.0.100;
}
}

subnet 172.16.1.0 netmask 255.255.225.0 {

pool {
allow members of "WiMAXVolIP";

range 172.16.1.1 172.16.1.100;
}

}

}

( 0 % (
% 0 ( %% -
/ <

%! 8 >
0 % %

% )%+

= %(
- %!? 0G% 0G

th a separate DHCP pool
AX data with service
wid 11



7/ PROXYING RADIUS REQUESTS TO EXTERNAL HOST

8 121/ % H# ' 8
K 0 > 0
0 - %%/?/ />
8 # $ ! % 2 =289:%
-- % 8 %%/ /
G G5 %00 ? %

[etc/freeradius/radiusd.conf
% "? 0 % proxy_requests = no

% ""? 0 % #$INCLUDE proxy.conf
? %% ! 0

8 ? % 8 9% - ?

A

# ! ?

#8.
= %# +T

proxy_requests = yes

$INCLUDE proxy.conf

+<# > " %.

A

6%! % ? % <<+<#>+589 5
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